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bWAPP

an extremely buggy web app !
Brought to you by: mmesellem

Summary  Files Reviews Support Wiki Code Tickets Discussion Blog

Looking for the latest versicn? Download bWAPP_latest.zip (15.1 MB)

Home / bee-box B
Downloads / Week

Name # Modified # Size ¢

4 Parent folder

bee-box_v1.67z 2014-11-02 12 GB 236 il @
release_notes txt 2014-11-02  19kB T, (]
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INSTALL txt 2014-09-27 24 kB 2wl @O
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OIHIM (Injection)

Flord

HTML Injection - Reflected (GET)
HTML Injection - Reflected (POST)
HTML Injection — Reflected (URL)
HTML Injection - Stored (Blog)
iframe Injection

LDAP Connection Settings

Mail Header Injection (SMTP)

OS Command Injection

OS Command Injection - Blind

PHP Code Injection

Server-Side Includes (SSI) Injection
SQL Injection (GET/Search)

SQL Injection (GET/Select)

SQL Injection (POST/Search)

SQL Injection (POST/Select)

SQL Injection (AJAX/JSON/jQuery)
SQL Injection (CAPTCHA)

SQL Injection (Login Form/Hero)
SQL Injection (Login Form/User)
SQL Injection (SQLite)

SQL Injection (Drupal)

SQL Injection - Stored (Blog)

SQL Injection - Stored (SQLite)

SQL Injection - Stored (User-Agent)
SQL Injection — Stored (XML)

SQL Injection - Blind - Boolean-Based
SQL Injection - Blind - Time-Based
SQL Injection - Blind (SQLite)

SQL Injection - Blind (Web Services/SOAP)
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A1 2IEM (Injection)

AL

A2 QIZ A MM &2
(Broken Authentication & Session
Management)

A3 AE2A AOIE AT 2IE
(XSS, Cross-Site Scripting)

Ford

XML/XPath Injection (Login Form)

XML/XPath Injection (Search)

SQL Injection (Drupal)

SQLInjection - Stored (XML)

XML/XPath Injection (Search)

Broken Authentication — CAPTCHA Bypassing
Broken Authentication — Forgotten Function
Broken Authentication — Insecure Login Forms
Broken Authentication — Logout Management
Broken Authentication — Password Attacks
Broken Authentication — Weak Passwords
Session Management — Administrative Portals
Session Management — Cookies (HTTPOnly)
Session Management - Cookies (Secure)
Session Management - Session ID in URL
Session Management — Strong Sessions
Cross-Site Scripting - Reflected (GET)
Cross-Site Scripting - Reflected (POST)
Cross-Site Scripting - Reflected (JSON)
Cross-Site Scripting - Reflected (AJAX/JSON)
Cross=Site Scripting - Reflected (AJAX/XML)
Cross-Site Scripting - Reflected (Back Button)
Cross-Site Scripting — Reflected (Custom Header)
Cross-Site Scripting — Reflected (Eval)
Cross-Site Scripting - Reflected (HREF)
Cross-Site Scripting — Reflected (Login Form)
Cross-Site Scripting — Reflected (phpMyAdmin)
Cross-Site Scripting - Reflected (PHP_SELF)

Cross-Site Scripting - Reflected (Referer)
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A3 IAE2A AOIE AT2E
(XSS, Cross-Site Scripting)

A4 Fofet A1 K| ER
(Insecure Direct Object
References)

Ab HOt B @F
(Security Misconfiguration)

Ford

Cross-Site Scripting — Reflected (User-Agent)
Cross-Site Scripting - Stored (Blog)
Cross-Site Scripting - Stored (Change Secret)
Cross-Site Scripting — Stored (Cookies)
Cross=Site Scripting - Stored (SQLiteManager)
Cross=Site Scripting - Stored (User-Agent)
Insecure DOR (Change Secret)

Insecure DOR (Reset Secret)

Insecure DOR (Order Tickets)

Arbitrary File Access (Samba)

Cross-Domain Policy File (Flash)
Cross—Origin Resource Sharing (AJAX)
Cross=Site Tracing (XST)

Denial-of-Service (Large Chunk Size)
Denial-of-Service (SHH0|= 3t HTTP DoS)
Denial-of-Service (SSL-Exhaustion)
Denial-of-Service (XML Bomb)

Insecure DistCC Configuration

Insecure FTP Configuration

Insecure NTP Configuration

Insecure SNMP Configuration

Insecure VNC Configuration

Insecure WebDAV Configuration

Local Privilege Escalation (sendpage)

Local Privilege Escalation (udev)
Man-in-the-Middle Attack (HTTP)
Man-in-the-Middle Attack (SMTP)
Old/Backup & Unreferenced Files

Robots File (Disclosure)
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A6 BIZ HI0|H =&
(Sensitive Data Exposure)

A7 7|5 &2 S &
(Missing Function Level Access
Control)

A8 JZA AO|E @QF HX
(CSRF, Cross-Site Request Forgery)

A9 LT FAUHO| U= HEHE ME
(Using Components with Known
Vulnerabilities)

Ford

Base64 Encoding (Secret)
BEAST/CRIME/BREATCH Attacks
Clear Text HTTP (Credentials)
Heartbleed Vulnerability

Host Header Attack (Reset Poisoning)
HTML5 Web Storage (Secret)
POODLE Vulnerability

SSL 2.0 Deprecated Protocol1-9 Text Files
(Accounts)

Directory Traversal — Directories
Directory Traversal - Files

Host Header Attack (Cache Poisoning)
Host Header Attack (Reset Poisoning)
Local File Inclusion (SQLiteManager)
Remote & Local File Inclusion (RFI/LFI)
Restrict Device Access

Restrict Folder Access

Server Side Request Forgery (SSRF)
XML External Entity Attacks (XXE)

Cross-Site Request Forgery (Change Password)

Cross-Site Request Forgery (Change Secret)

Cross-Site Request Forgery (Transfer Amount)

Buffer Overflow (Local)

Buffer Overflow (Remote)

Drupal SQL 2184 (Drupageddon)
Heartbleed Vulnerability

PHP CGI Remote Code Execution
PHP Eval Function

phpMyAdmin BBCode Tag XSS
Shellshock Vulnerability (CGI)
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A9 UHTI FAHO| = HIZHE A8 SQLiteManager Local File Inclusion
(Using Components with Known

. SQLiteManager PHP Code Injection
Vulnerabilities)

SQLiteManager XSS
A10 ZSEX| L2 2|C0[AME U XQE  Unvalidated Redirects & Forwards (1)
(Unvalidated Redirects & Forwards) Unvalidated Redirects & Forwards (2)
7|Ef(Other bugs) ClickJacking (Movie Tickets)
Client-Side Validation (Password)
HTTP Parameter Pollution
HTTP Response Splitting
HTTP Verb Tampering
Information Disclosure - Favicon
Information Disclosure — Headers
Information Disclosure — PHP version
Information Disclosure — Robots File
Insecure iFrame (Login Form)

Unrestricted File Upload

0
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fancy S5 - dA4 - AP 19 - RS0
bt
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sndroid. s I 6B
android

sdcard,wdi (R IE DJ GE)

| BOFPsoS @D E s
. [T ®EE S Windows [
HEg

DérectSound
ICH ACT?

ok uEka FgeiAl 2 2SI I ifconfig WHolS detsle] P
F48 BRISHT, TAEIA dF P2 W25} o] HlAE B7o] BakHo
2 FAH=A] QIR BAE Bo] BASH) hom Y9I o] 2
Aol ug tha) FIs] wiicl.

2 1-8 HIEA |P QI

Places System i e Thu Dec 3, 3:25 AM Bel = @ bee ﬂ

File Edit Wiew Terminal Tabs Help
bee@bee-box:~$ ifconfig

1l ethe Link encap:Ethernet Hwaddr ©8:00:27:63:33:47
inet addr:192.168.56.101 Bcast:192.168.56.255 Mask:255.255.255.
| inet6 addr: fe8@::a00:27ff:fe63:3347/64 Scope:Link

e UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:193 errors:® dropped:8 overruns:8 frame:®
Le | TX packets:55 errors:e dropped:@ overruns:@ carrier:e
collisions:® txqueuelen:1060
RX bytes:30062 (29.3 KB) TX bytes:7868 (7.6 KB)
7 Base address:8xd@l@ Memory:fOOPOR00-fRO20000

P F48 SRIY 0w SAEQ] g Beko A 1P A4S Yeitich. 12w 9 of
SelAolte e 4 gl ol47} Balck
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EIQ Applications Places System W FriMar 27, 6:52AM USA " A, & bee [U]u]

&7 security, ethical hacking, training and fun
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README

Www.itsecgames.com - info@itsecgames.com
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bWAPP, an extremely buggy web app !

bWAPP

Drupageddon
Evil folder

phpMyAdmin
SQliteManager

bWAPP'& Z2I5HH 27111 #o|A|7} Ye=d], 7|2 A4 ofolv= bee,
HUHSE bug'th HUHS o} ‘Set the security level o]2h= EETLE-
& Wo]ke £Ho] 7aslth. Woles Sftov, Fhedium AJHish G-o] 31 mpx|af
A7 7V oY A DA = FoF S Yt A 4 Stk =

191 Fofle A4 PR At [Hack] HES 2ot



T2 1-14 bWAPP 27912t B2 A3t

/ Portal /

bWAPP, or a buggy web application, is a free and open ¢
/ I_o In / It helps security enthusiasts, developers and students to
ﬂ bWAPP covers all major known web vulnerabilities, inclu

: It is for security-testing and educational purposes only.
Enter your credentials {bee/bug).

Which bug do you want to hack today? :)

Login:

Bee ST T ETT l"'w'[ (=Ll v P -]
Password:

[ SOL Injection (Login Form/Hero)

SQL Injection (Login Form/User)
SAL Injection (SQLite)

SQL Injection (Drupal)

SQL InJecﬂDn Stored (Blog)

r-hnn Starad (SO ita) '

1.3.3 HFHutA Z2| 2|5A 2tF dX|5}7|

ojflofl= wRgutAo] Ze] EuA FFS MA) BAL L gRA geEE
Ho|x|%o]l 7} [19 1-15]9} o] viSgukA o]u]x] 2 & vlEo] Qlrt.
01504 [KALI VIRTUAL IMAGESIE 23t}

2 1-15 HFEEA O|0|X| THR2E

Download Kali Linux VMware, VirtualBox and ARM images

Are you looking for Kali Linux VMWare, VirtualBox or ARM images? The good folks at Offensive Security (who are
also the funders, founders, and developers of Kali Linux) have generated alternate flavours of Kali using the same
build infrastructure as the official Kali releases. VMWare, VirtualBox and ARM architecture Kali images produced
by Offensive Security can be found on the Official Offensive Security Kali Linux Virtual Images and Offensive

Security Kali Linux ARM Images pages respectively.

KALI VIRTUAL IMAGES KALI ARM IMAGES KALI ARM BUILD SCRIPTS

04 2| 2lsA CRR2E HO|X|: https://www kali.org/downloads/
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T2 HolA] FXEEA] [(1F 1-16]2 22 3hdo] Y=t o] FollA HEd
gkA o|u]|R] TR E T ¥ (Prebuilt Kali Linux VirtualBox Imagesy& S5t
t}. o] Fojif= 32H|E 2 Aeotn, iU .ova FHE thEREHT

T2 1-16 Z2| 2l5A 7R A O|0|X| THREE

Prebuilt Kali Linux VMware Images Prebuilt Kali Linux VirtualBox Images
Image Name Torrent Size Version SHA15um
Kali Linux 64 bit VBox Torrent 3.0G 2016.1 f1f59b09b97903f5d4a3f47fa2e13896daf 3c2ef

Kali Linux 32 bit VBox PAE Torrent 3.0G 2016.1 987f2c04a4d595b1716ecfeblced074d1adac303

ok WgERA vlrollA [l — 7M AAE 7R 711E Skl HEE

o 5 =
2] 97|= (19 1-1713} o] th2 =]t .ova 7H3 o|u|A S 7HAEH.
2117 7R AAR 7271 (1)
7
(] T sl AR
5 Oracle VM Virtualgox 2|5} FE T FAOWNDE REE 3 NAY
: S SGLID A& SEHER T H AR TEE
HEE | UM SBRH) o
& B EYP)- et | ForTT | e e =1
7 MAE R 2
W 7H A2 LS () | PRI s
Gl 7he OITIO) FE(Khy) el ol Custom Phone - 4,1.1 - &1 16 -
® ena na azmn. Lo i,
o faoe #7I<.m- | B e
A BE A2 =7AER |
JI"' W22 2048 ME
; - ®Y @M 8= 023
B AL el H | ] VT-RAMD-Y, 1 AEIS EO|E
I UM 1] apt s [ cEm || Mz

[Chee 2ol [ 1-18]x o] 7P 717h K= o] TA7F ALbA H]
Fgutao] Ze] esAvt F7HE. o] Fos HMAS HXT we} wpzlziA| 2
HELFE AA (@E2E 18 ode)stal UERA IP7} BlEtALL SR HEA
1A ERIsHH Frh ping HH ol & FAlo] YA = A5 BAL



21 1-18 7R A|ARL 7127 (2)

% 7t A AH JEH Q&= F : Importing appliance 'G:Wvmware_#... AHE & 2D
Importing virtual disk image 'Kali-Linux—2,0,0-vbox-i686-disk1,vmdk' ... (2/3) Ea olal 53
| X ,

82 U2
Ofzh S=2 Jbat Al &5 DFH Liet QL= D Ao, ol
£ vitualBoxZE JtAZHE Ml EHYLICH 20H ¢l= 42 =
B =20 HAS 2 QSO M2 HAE IS M dlEdstAl
2 == 2lsLlch
49 2% ~
That Al2E
% Ol Kali-Linux-2.0.0-vbox-i686
@ 2y Kali Linux 2.0.0 x86...
H A2E 22 HA 55 [ Linux 2.6 / 3x / 4x (32-bit)
& cru 1
& ram 2048 MB dk (2, 540,81
@ m v| (2 Bs1 GB)
B
[12= WExz st=al MaC Z4 ZI|1FHR)
J=2t =8 JtH23 S
(@l e

BI A b Suiele 271 ebA] AHE, Zeto]SLESL AH Aloo] R3S

2 4%, 4, AR 59 71%50] Itk HTTP 2343 39-& 474810 A
B2 A QISP WIS ASlel BH] R BT MIAYEL 2
2] ejtco] :aklo] QA AL Bl Hol AGHEE AL BN

AR e sl 2 Bs20lM = burpsuite Y oIS s iz
HIAHEE A 7RO 2 FAsh= m2IgolofA] A3 Aof xpt DK™
£ AA|foF it MIEAQIEE theR & Ho|x]"of|A] R B (Free Edition)

& TheRES}T, TR ER AR IR WIAYES A

05 XtHtJDK CH2ZE: http://www.oracle.com/technetwork/java/javase/downloads/index.html
06 HIAQIE LI2ZC: https://portswigger.net/burp/download.html
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T2 1-19 HEAQIE CiR2C
Download Burp Suite

Please choose the edition of Burp Suite that is right for you. Help me choose »

Professional

Free Edition Edition
$299 per user per year
. Burp Proxy
Burp Spider
Burp Repeater

Burp Sequencer
Burp Decoder
Burp Comparer
Burp Intruder Time-throttled demo
Burp Scanner
Save and Restore
Search

Target Analyzer
Content Discovery
Task Scheduler

Frequent updates, earlier

Releasa:Schotmg releases, beta versions

Major point releases

Download
now Q

o2 715& AFIL YA 7P 712 7159 ZHAE ARSotE € BekeA
] QE S oA A2 ol = LAN A8 54sjoF et =] A 4
A Z1)A IPE 127.0.0.1°, ZE ¥l ‘8080 0l Bt ZehA] 71652 ARG
Stefd AA| 84o] E01Q+= LECQLTE XLE MTE AMESIofof HILARIEJ
A gIg &= Slck. [11 1-2012 IEY JAE2 9] mekr] A4 stgo|t.
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HIALEQ] Proxy HOA lintercept is on] HE0] E/dsk|o] 3o IH
Ul A2 A Fa= HTTP 8%, S Al B HIAQIER Z123 o]
o 728 948 A [Forward] WES S5, HgsA] kosd
[Drop] HES St 240u S8 WS4 ot HIAEA g
Bl Aol AAH o0& 0F HAAE &3t

J21-21 HEALIEOIM 2FO0|LL S 7127 | 81

! Burp Suite Free Edition vi6 — ~ | C P

- — N N -

Burp Intruder Repeater Window Help

Repeater T Sequencer T Decoder T Comparer T Extender T Options T Alerts
Target Spider Scanner T Intruder

M HTTP history T WebSockets history T Options 1

Forward Drop Action Comment this item ==
_% Heg

Type a search term 0 matches
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A AR $X]51L A2 W= [intercept is on] HES 3 H S5

lintercept is offI7} o] HEAYEV} Q H3} S+ 7k 7[= 3 A] T3ttt

B IZAQEO|A £2 ARESH= §2 Proxy®} Intruder, Repeaterth. 184
Proxy ®ollA 71238 AL Intrudertt RepeateroA AREsH Rl 715
o] 2lou = Proxy HRt ARESH = Hrh AlAS 7F2H U [Action] HES
Z25FAY ProxyQ] sF ®9l ‘Intercept’ 9 Al W-8of ofAE i1l 0.2
& HES S5 Al o] o2 Hule B vlwrt Yehdth o714 B
W A2 e At Eoh

O 1-22 J123 M2 THE Biol 2L47|
i - Bl
! Burp Suite Free Edition v1.6 e ol

Burp Intruder Repeater Window Help
Repeater T ‘Sequencer T Decoder T ‘Comparer T Extender T Cptions T Alerts
Target Proxy Spider Scanner I Intruder
j Intercept T HTTP history T WebSockets history I Options ]
| ._I. Request to hitp:/f1592.168.74.140:80 Send to Spider
r VT Y Do an active scan =
| l Forward J l Drop J [ Intercept is ... J ?
IJ Raw T Params ]’ Headers ] Hex ] Send to Repeater Ctri+R
Send to Sequencer e
GET /bWAPP/login.php HTTE/L.1 ST A
Host: 192.168.74.140 ECIDEL, s p-
User-Agent: Mozilla/5.0 (Windows NT & Send to Decoder
Gecko/20100101 Firefox/39.0 Request in browser >
Accept: N
Ei it tools [P
text/html, application/xhtml4xml, appli ngagement tocls [Pro version oniy] i
Accept-Language: ko-KR,ko:;q=0.8,en-US Change request method
Accept-Encoding: gzip, deflate Change body encoding
Cookie: ) secur J.t,y_le?e 1=0; PHPSESSID=a Copy URL
Connection: keep-alive
Copy as curl command
Copy to file
Paste from file L
Save item L1
7 < + = Type & search term Don't intercept requests » |hes
e emso) o] o) Dort neres il

Intercept 5919 Raw’ ®HollA+w 83 A9 W&-S HojF1l, Params #
ol A= AlAolA ARESH= B4t 11 3 HolE JEi= HolEtt Headers'
ol A= AAE SlelEE ERoto] HolFm, Hex' HollAd+ 87 32 163



S HojZrh RE WolA] Al e £ 5 YA, FAel ol ofd
A% 23] ofgk-Sgol 9.4 ct.

12! 1-23 Intercept E42| 5t &4
BUrp Suite Free Edition vLE E=RECE x>

Burp Intruder Repeater Window Help

Repeater T Seguencer T Decoder T Comparer T Extender T Options T Alerts. 1
Target ﬂw Spider T Scanner T Intruder

ALM HTTP history T WebSockets history T Options 1

@ Request to hitp:/i192.168.74.140:80
[ Forward J [ Drop J [ Intercept is on J [ Action J [ I@ @

Raw Headers | Hex

GET request to /bWAPP/login.php

Type | Name | Value

Cookie security_level o

==
Cookie PHPSESSID a42292043113813540913d4a6f2977d1 Remove

Body encoding:

BIASIES] e 758 7 Ao 8 AN EAT S8 AHE

71222 Proxy o1 §1Q1 ‘Options o4 ‘Intercept Server Responses’

A TR 2 9 BekeAfollA SEE g5t [Forward] ¥lEg 293

of 7t= A AlS S
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Burp Suite Free Edition v1.6 (=] C e
Burp Intruder Repeater Window Help
Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options T Alerts
o SO W | SEee Soamne
[ Intercept T HTTP history T WebSockets history W
Iy
Intercept Server Responses P
Use these settings to control which responses are stalled for viewing and editing in the Intercept tab.
[ Intercept responses based on the following rules:
[ Add ] Enabled | Operator | Match type \ Relationship | Condition D
IE Contenttype ... Matches text 1
O or Request Was modified
=] or Request Was intercepted
(Remove | .
(] And Status code Does not match 3045
o] And URL Is in target scope
Down
[ Automatically update Content-Length header when the response is edited
.
17|
IELS - O

o) Mol MIAER AR o] BRT /15T R, WrAgES
A2 &-gstal A M AQES] S-ga gl W OJs)7], (FHnld e, 2015)
(http://www.hanbit.co.kr/store/books/look.php?p_code=E5762585261)} 115}
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