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// ModSecurity Mz|of Lest 2to|E2{2] H3|
# yum -y install httpd-devel git gcc make libxml2 pcre-devel libxml2-devel
curl-devel

/] A RE 7|8 M3

# cd /tmp

# wget https://www.modsecurity.org/tarball/2.9.0/modsecurity-2.9.0.tar.gz
# tar -xvzf modsecurity-2.9.0.tar.gz

# cd modsecurity-2.9.0

# ./configure ; make ; make install

// Apache EH0| ModeSecurity =At
# cp modsecurity.conf-recommended /etc/httpd/conf.d/modsecurity.conf
# cp unicode.mapping /etc/httpd/conf.d/

// Apache 4% T (httpd.conf)o| mod_security2.so 2& ZHE W& %It
# echo LoadModule security2 module modules/mod_security2.so > /etc/httpd/

conf/httpd.conf

// M &2 5 MB|A httpd 7|15
# service httpd restart

UH= 0] oR ek, 0 stelo] 9 3242 94 W TS



6.2.1 #l el Y HE

ModSecurity©llis OWASPThe Open Web Application Security Projectof| 4] gk Q1 ] 3
Zo] tist &R]2} 32 3l Al55k= Rule setT} Trustwave SpiderLabs"”
oA AlBSh= 48 Rule set] 31oH B B2 FE|o] & 542 AL 4= Qlrt

o] Hoj| A= OWASPIA Al55H= Rule sets 2-85h=HHa Yol At

1% 6-1 OWASP ModeSecurity Core Rule Set Project’”

Category  Discussion Read | View source View history |5 Q

Category:OWASP ModSecurity Core Rule Set Project

; Main | FAQs | Acknowledgements | Road Map and Getting Involved | Upcoming Major Release 3.0.0 [edit]

ome

About OWASP Project About

Acknowiedgements

Advertising

AppSec Events -

Books t t
FLAGSHIP mature projects

Brand Resources

Chapters

Donate to OWASP
Downloads

Funding OWASP ModSecurity Core What is OWASP Quick Download

Governance . i
oy Rule Set (CRS) ModSecurity CRS? e Latest CRS (TAR/GD)®
Mailing Lists The OWASP ModSecurity CRS Project's OWASP ModSecurity CRS * Latest CRS (@)@
Membership ; . .
o goal i to provide an easily "pluggable” set provides:

erchandise :
- of generic attack detection rules that o Bl EeEEn : Source Code Repo
@y i provide a base level of protection for any common web application | » OWASP ModSecurity CRS

Presentations web application. e E on GitHub &
Press H

// Rule tfe2c 4 M3

# cd /etc/httpd

# git clone https://github.com/SpiderLabs/owasp-modsecurity-crs.git

# mv owasp-modsecurity-crs/ modsecurity-crs

# cd modsecurity-crs

# cp modsecurity_crs_10_setup.conf.example modsecurity_crs_10_config.conf

// modsecurity crs_10_config.conf 4%
/1 W& 27t
SecRuleEngine On

SecAuditEngine On
SecAuditlLog /var/log/httpd/modsec_audit.log

01 &1 https://www.trustwave.com/Company/SpiderLabs/
02 #10: https://goo.gl/s9cud

68 Wl - 013


https://www.trustwave.com/Company/SpiderLabs/
https://goo.gl/s9cuJ

SecAuditLogParts ABCFHZ
SecDataDir /tmp

// SecDefaultActionof auditlog %7t
SecDefaultAction "phase:1,deny,log,auditlog"
SecDefaultAction "phase:2,deny,log,auditlog"

// httpd.conf &% o ModSecurity Rule set %7t

# echo Include modsecurity-crs/modsecurity_crs_10_config.conf » /etc/httpd/
conf/httpd.conf

# echo Include modsecurity-crs/base_rules/x.conf > /etc/httpd/conf/httpd.conf

/1 httpd.conf H¥ I £
LoadModule unique_id_module modules/mod_unique_id.so // F41 sfA

s M=
# service httpd restart
7153t & thaat Zo| HAES] B 4442 0 = A5sh=A] &Rl 4= Sl

ModSecurity0il 2/t H|I A M2 SEX|/AHSt

‘ o 403 Forbidden - Mozilla Firefox - O x
403 Forbidden x | dh
€ @ localhostitestl 2file= v = wBe ¥ & 8 =
Forbidden

You don't have permission to access /testl.php on this server.

Apache/2.2.15 (CentOS) Server at localhost Port 80

/1 %ol HIAEO it /var/log/httpd/modsec_audit.log 21

Message: Access denied with code 403 (phase 2). Pattern match "\\.\\./" at
ARGS:file. [file "/etc/httpd/conf.d/modsecurity.conf"] [line "230"] [id "50904"]
[msg "Drive Access"] [severity "WARNING"]

Action: Intercepted (phase 2)



Apache-Handler: php5-script

Stopwatch: 1455878158993805 1113 (- - -)

Stopwatch2: 1455878158993805 1113; combined=345, p1=269, p2=26, p3=0, p4=0,
p5=50, sr=18, sw=0, 1=0, gc=0

Producer: ModSecurity for Apache/2.9.0 (http://www.modsecurity.org/); OWASP_
CRS/2.2.9.

Server: Apache/2.2.15 (Cent0S)

Engine-Mode: "ENABLED"

ModSecurityE A2 298 wjojl= Qo] ZA5k 4= Q1o B & ModSecurity

t = 2H1] A2l ‘SecRuleEngine DetectionOnly’ & A5t AElo A &
HEA IS BIH O R o] Al Q&o] WAYSHA| A=A] HA| &elsfof gt
o} s A A4S A9iAE ‘modsecurity_crs_10_config.conf” T
< RIof thaat Zo] S oGA 2FL AJA] 712 FH 29 A4S 5l
tt.

=
=

rOlt

// modsecurity_crs_10_config.conf
// modSecurity On:&X3}, Off:B|&43}, DetectionOnly:EFz|2H At
SecRuleEngine ( On | Off | DetectionOnly )

// 22 H¥(O0n: 2§ E
Error, Warning EzHz44
SecAuditEngine (On |

s 27, 0ff: RE EaWUM 226k %S, RelevantOnly:
M1t SecAuditLogRelevantStatusQ| At =g 22
0ff | RelevantOnly )

/1 AP 20 oY F2 F9
SecAuditlLog /var/log/httpd/modsec_audit.log

/1 23 oo 7|1EY o= F2|

// A(Audit log header), B(Request header), C(Request body), F(Response header)
/1 H(ZAH 23 Ef¥e), (22 8)

SecAuditLogParts ABCFHZ

/1 A B P2 EY 23



// Serial: I SLio|BH ZHAF 27 A, Concurrent: EMMMEHZ2 Lp|M ZHAF 20 A2
SecAuditLogType (Serial | Concurrent)

/1 BHo| Byl P WS Ho

SecDefaultAction "phase:1,deny, log, auditlog"

/1Y MY 8 EE BHZ
SecServerSignature "Microsoft-II1S/5.0"

9Fo] MR A9 A FHAL o] HelS 91 B0 BlaE FHe
HelsteA] ALeuto] gcusoninisiof g, of2] X e 2 shdo] £

k= modsecurity-crs/base_rulesol T2t Zo] £ o Tt dlQ] A
2]E #2]3 whitelist.conf Z2 TS AJAJsHH Hct

/1 ofel 2| FHg m2|s whitelist.conf
{LocationMatch %>
<IfModule mod_security2.c>
SecRuleRemoveByID 960017 // Rule ID7} 9600170/ 24 2|A
SecRuleRemoveByMsg "Injection" // MsgZt Injection@! 2 A
</IfModule>
{/LocationMatch)

/1§38 URLO| Tt ol 2|

{LocationMatch /upload/upload.php>

<IfModule mod_security2.c>
SecRuleEngine Off

</IfModule>

{/LocationMatch)

0|9} Zo] DetectionOnly’ FEE LFoIHA QEO =R wHtE|= A2 A|A
AU RS gL S0l E FAE HAS 283t & ‘SecRuleEngine On’

o= A4S WA 58 W 29 9SS Alxshd gR/AE ks
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