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7} o] 1= A 0= Hol, oAl =] YRt ARSANE Eo| ARSShe tE
ARl QEAA CMS E3Eolzt & 4= Itk CMSE ‘Content Management
System’®] oFAtE E=2719} o8 HAIAF 5o B8Rttt HiFE F7E o]
U= EEF0lo1A FoFol tiet 471219l ko] P42 o] Fof Ao} gitt.

-1 ™ MA CMS AR HIgY!

Other (26.25%)

‘WordPress (48.2006)

iAPPS (0.79%)
Telerik Sitefinity (0.69%)
Adobe CQ (4.48%)
DNN Software (0.62%)
xpressionEngine (1 48%)
vBulletin (1.17%)
Joamlal (0.938)

Blogger (0.82%)

Drupal (14.47%)

CMS ME|2E AESRe 9 Alo]29] 50% 7hlol7 ne2g gt 9]
o, SIS B2E S n)Fste] B el A8 7| geld ATmd|Ag

01 &X: http://trends.builtwith.com/cms
02 http://www.bloter.net
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Frm A F2IQ HFHoZ QA faf7t WA A Ut 7]AF
(Slimstat 227291 FeFo2 <laiA 1308 | EZ} S B2t HlE oy uj
Z|7} o] F0]R|2] oF=rthH Alo|EHL ofg} 3 Alo]Eof Htoh= ARSAL
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TEoh o] FoFdS HUE 5] f1gh W ofd o] QLS7? Al FoF
A& A5 ffsiA Bol Farsh= ARIEZE itk T15olA Al Rt 34
FEE o] EId 4= Q= A2 EFIE S} Ho] AR 52 48 HEYA AulA
EdjMch 24 I HH 0 F Exploit-DB oA gl
gk 4= Q). o] AJPJEYA ‘wordpress & AXSHA [18 1-4]9F -2 A}
U2t} 235 SRIs] HH iR S99 H=iE Fofolrt vid iy
= Ne7E 5718 Q1o of7]of| SEEA| O FFETH R F 7R 29k
SPH 11 S7RES B T o] AojM e YEm A E8T10S Yo R F
oFd A RS sl
Exploit-DBOIA| ‘wordpress’ 2144 241t

EXKPLOIT Home  Exploits  Shellcode  Papers  Google Hacking Database  Submit  Search
DATABASE

Search the Exploit Database

Title wordpress CVE (eg: 2015-1423) m SARCa TR

Total 902 entries
< pre n
Date~ D A V Title Platform Author
2015-0708 § - (9 WordPress Easy2Map Plugin 1.24 - SQL Injection php Larry W. Cashd.
20150708 § - (9 WordPress MDC YouTube Downloader Plugin 2.1.0 - Arbitrary File Download php Larry W. Cashd.
20150708 § [ (3 WordPress WP e-Commerce Shop Styling Plugin 2.5 - Arbitrary File Download php Larry W. Cashd.

TUNISIA

[ 1-51 Feze2o] gol Ashe E211909 ezt 3150t Forde

Ul AR CHE 2919 o5& o949l BH o ol 5= o] F74ekA) hskeh. W

AREA7F HoFdo] Y 219l theREsto] ARSI gt ol AR

7} 2239 GulelES 71 oR oA ehethd oI HiE AjolER
o}8d 4 U2 ouiit.

http://www.exploit-db.com
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Plugin Loc Downloads sati XSs CSRF PT

- 4,682 2,093,718
Lists related entries
]
Tests the site for broken links and | 20,636 1,493,609
missing images
e —— 8,857 1,029,626

Add links to Facebook

26,326 1,002,808
A review system for comments

15,481 622,894

An RSS aggregator

ey 247,816 464,212
Embeds Flash and HTMLS video 13,676 380,551
e e 2,501 372,150
Saves contact from data

[ ___ ]

An alternative WordPress editor 11,395 263,171
sl 3,503 152,467
Management of site statistics

L ]

Transforms WordPress sites to 3,820 84,863

olQlof = FoF HHE HESh= AR|Ex v} Zth. FoFd FE.| HlolEH|
0|28 F31o] HHE £75 Bl i theo] Aol =S Fmsh ek

e ScipvulDB: http://www.scip.ch/en/?vuldb

» CVE: http://cve.mitre.org

» OsvDB: http://www.osvdb.org (outdated, 02/03/2011)

e SecurityFocus: http://www.securityfocus.com/bid/

* SecurityTracker: http://www.securitytracker.com

HEZZ|A F 28 CI0]E{H| 0] A

AEnAL AAA CMS Ak AolE 5 74 Ho] o] 83k ek, S 9l
ABAE e Akgo] HAF F715HL 9lom, 7oA E fEme At 1
Hr} o 211018 P8 5to] Ao ES uH] Uk 212 2 4 9k

EX: http://securityaffairs.co/wordpress/15638/security/the—security—state-of-wordpress—top—50—
plugins.html
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WPScan Vulnerability Database

WPScan v2.8 has been released! Click here for further information.
Latest WordPress Vulnerabilities

8043 2015-06-11 WordPress 4.1 - 4.1.1 - Arbitrary File Upload

7979 2015-05-11 WordPress 4.1-4.2.1 - Genericons Cross-Site Scripting (XSS)

7697 2014-11-30 WordPress 3.9, 3.9.1, 3.9.2, 4.0 - XSS in Media Playlists

7696 2014-11-30 WordPress <= 4.0 - Server Side Request Forgery (SSRF)

7691 2014-11-25 WordPress <= 4.0 - CSRF in wp-login.php Password Reset

7681 2014-11-20 WordPress <= 4.0 - Long Password Denial of Service (DoS)

7680 2014-11-20 WordPress 3.0-3.9.2 - Unauthenticated Stored Cross-Site Scripting (XSS)

Latest Plugin Vulnerabilities

8069 2015-07-02 (Sl:;?g)le Ads Manager <= 2.9.3.114 - Unauthenticated Denial of Service
8068 2015-07-01 Powerplay Gallery <= 3.3 - Arbitrary File Upload & SQL Injection

8067 2015-06-30 g(esvgtalPress <= 1.0.3 - Unauthenticated Persistent Cross-Site Scripting
8066 2015-06-30 WP-CopyProtect <= 3.0.0 - CSRF & Persistent Cross-Site Scripting (XSS)
8065 2015-06-29 N-Media File Uploader <= 3.7 - Unauthenticated Arbitrary File Upload

http://wpscan.org/
https://wpvulndb.com/
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WordPress Plugin Vulnherabilities

0-9-A-B-C-D-E-F-G-H-1-J-K-L-M-N-0-P-Q-R-S-T-U-V-W-X-Y-2

Name Added Title
robotcpa 2015-06-11 |RobotCPA Plugin V5 - Local File Inclusion
dzs-zoomsounds 2015-06-01 |ZoomSounds <= 2.0 - Remote File Upload
wp-backup-plus 2015-05-22 |WP Backup Plus - Backup Disclosure Vulnerability
wp-membership 2015-05-21 |WP Membership <= 1.2.3 - Multiple Vulnerabilities
wps-hide-login 2015-05-27 |WPS Hide Login 1.0 - CSRF
wp-rollback 2015-06-28 VCV:RFéoIIback <= 1.2.2 - Cross-Site Scripting (XSS) &
showbizpro 2015-05-03 |WordPress Showbiz Pro Shell Upload
wwe-amz-aff 2015-04-26 &V‘;)Izggmmerce Amazon Affiliates - Arbitrary File
premium.seo-pack 2015.04-24 Eirlzn:j:m SEO Pack 1.8.0 - Unauthenicated Arbitrary
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ZIXtRE: http://threatpost.com/wpscan-vulnerability-database-a-new-wordpress—
security-resource/108607
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VMware Workstation

VMWARE -

WORKSTATION 2adols
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= At o] Moj| A= https://www.offensive-security.com/kali-linux-
vmware-arm-image-download/oA VMware ©]0|x] Id& tf-2 =35}
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Prebuilt Kali Linux VMware Images Prebuilt Kali Linux VirtualBox Images
Image Name Size Version SHA1Sum
Kali Linux 64 bit VM@ 3.06 1.1.0¢ 1d7e835355a22e6ebdd7100fc033d6664aB98 120
Kali Linux 32 bit VM@ 3.16 1.1.0¢ 245477 1cfd5ff82254432ffet2af6e923adcidc

Kali Linux 32 bit PAE& 3.0G6 1.1.0¢ 2b7c175b189c6d9c46a7501a02493ad322e1c9b9

http://www.vmware.com/kr/products/workstation
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Edit View VM

B[y

Tabs Help

3 New Virtual Machine... cul-N |
| remnux-6. 0-ova-public Kali-Linux-1. 1.0-vm-486
55 New Wind I
= Mew Window |
[ open. cur+0 |
Close Tab Ctrl=w
[l Connect to Server... Ctrl+L
< Connect to VMware vCloud Air...
@ Wirtualize a Physical Machine.
@ Map Virtual Disks... I
EXE . Create a New
22|al=A 0[0jx] Me
7| .
@Qvl < vmware » kali-linux-1.1.0a-vm-486 » Kali-Linux-1.1.0-vm-486 » 'l"H Lirnux-1.1 4
24+ =D - 0 @
] e ’ =mT i B EY
Sl
caches
T Kali-Linux-1.1.0-vm-486.vmdk Ick
"d__rAI*EI : Kall-Linux-1.1.0-vm-486.vmx.lck
IS Kali-Linux-1.1.0-vm-486-3a35757b.vm
& powerShell Scrif -
= o (0 Kali-Linux-1.1.0-vm-486.vmx KB
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WPScan CLI22E

" WPScan

R build |passing dependencics |up to-date

LICENSE

| ZIPFile TARBall GitHub I

WPScan Public Source License

o T E0lA WPScans AA|5k= B oltHA=S $7e thegat eloln
2 E o] FE01A o] Hojad= AlLstith.
sudo apt-get install libcurl4-gnutls-dev libxml2 libxml2-dev libxslt1-dev
ruby-dev build-essential
git clone https://github.com/wpscanteam/wpscan.git

cd wpscan
sudo gem install bundler & bundle install —without test
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Applications  Places & Mon Jan 12, 11:27 PM
Accessaries
£ Electronics
2% Graphics
@ Hamradio
@ internet

Office

>
Qq Infermation Gathering
£ Programming

>
U Vulnerability Analysis
B5 sound & video

Web Applications CMs Identification B blindelephant
System Tools > A Password Attacks > Tt Database Exploitation
@ universal Access ’ & Wireless Attacks » Bty IDS/IPS Identification
&5 Other > Exploitation Tools > Tia Web Application Fuzzers

(& sniffing/Spoofing > s Web Application Proxies

fuss

& Maintaining Access ot Web Crawlers

Reverse Engineering s Web Vulnerability Scanners

Brwronaors AL D.[I[N][Dm

il
¥ Forensics

| Reporting Tools

[T system services
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by the WPScan Team

URL: http://192.168.10.137/w

et M| 2] FHoRjt E21%lo] EAIIH [ 1-1713 o] v HH 5l

£85It} o}7]4 OSVDB, Exploit-DB, WPScan
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Name: like-dislike-counter- for- posts- pages- and- comments - v1.2.3
| Location: http://192.168.10. 137/wordpress/wp- content/plugins/like- dislike- co
unter- for- posts- pages- and- comments/
| Readme: http://192.168.10. 137/wordpress/wp- content/plugins/like- dislike- coun|
ter- for- posts- pages- and- comments/ readme. txt

Name: paid-business-listings - v1.0.3
| Location: http://192.168.10. 137/wordpress/wp- content/plugins/paid- business-1
istings/
| Readme: http://192.168.10. 137/wordpress/wp- content/plugins/paid- business- lis
tings/ readme. txt

Title: Paid Business Listings 1.0.2 - Form Submission pbl_listing_pkg_id Parj
Inj ion

Referenc https: //wpvulndbi com/ Vulnarabilities/ 6164

Referenc http: //osvdb. org/ 83768

Reference: http://www. exploit-db. com/exploits/ 19481/

Name: rocket- responsive-gallery - v1.0
Location: http://192.168.10. 137/wordpress/wp- content/plugins/ rocket- responsij
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https://github.com/Dionach/CMSmap
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OWASP DirBuster 1.0-RC1 - Web Application Brute Forcing - | o

File Options About Help ‘

Target URL (eg http:/example.com:80/)
|[ptper1.92.168.11.1 34fwordpresss | |

Work Method () Use GET requests only (=) Auto Switch (HEAD and GET)

MNumber Of Threads {7} ——————— 10 Threads [ | Go Faster

Select scanning type: (#) List based brute force () Pure Brute Force
File with list of dirs/files

I|fusl‘fshared‘du'bustel‘lwurdhstsfdu'actu1‘y-llst-luwercase-2.3-small.txt I @), Browse H @ List Info

Select starting options: () Standard start point () URL Fuzz
Brute Force Dirs Be Recursive Dir to start with |/ |
Brute Force Files [l Use Blank Extension  File extension ‘php |

1 o5 HH & & lxo] Hid FEi7t olH SRE BHIE ol wet
Bt directory-list-2.3-medium.txt To] 7} @2 mjejo] ELlx]o]

QAL o] MM directory-list-2.3-small.txtE Ag51AIct.

/usr/share/dirbuster/wordlists/directory-list-1.0.txt
/usr/share/dirbuster/wordlists/directory-1ist-2.3-medium.txt
/usr/share/dirbuster/wordlists/directory-1ist-2.3-small. txt
/usr/share/dirbuster/wordlists/directory-list-lowercase-2.3-medium.txt
/usr/share/dirbuster/wordlists/directory-list-lowercase-2.3-small txt

270 Anystel A Fof FAE cieleeler wtel st vehder At 3t
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http://192.168.11.134:80/wordpress/

[ Scan Information] Results - List Views: Dirs: 50 Files: 72 |, Results - Tree View ' /\ Errors: 0

Testing for tiles in fwordpressfwp-includes/cache/ with extention .php

Testing for dirs in /wordpress/wp-includes/theme/

Testing for files in fwordpressfwp-includes/themef with extention .php

Testing for dirs in /wordpress/iwp-content/uploads/slideshow-gallery/shell/

Testing for files in /wordpressfwp-content/uploads/sl g ryfshelll with extention .php

Testing for dirs in fwordpress/wp-includes/http/



