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[12 4-7) 9= °IF 7

SAM-2 AREAL 15 Al Aol thgt glo|EHo 3t

U= A He} SAM HlofEH|o| A HE S H|wef QlF o iE At ¢ F._—,—.J SAM J}O‘
< th A2 /AR Gesystemroot= AE$-7H A

C:/WindowsTt}),
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Su]ol A ¢1F PuE Helsto] sk s AgAolA T EAL Fofs)
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Challenge & Response 215

HEAUE 2 AT ALl 22 15 Ao dste] SukE sjAfl=dE S¥eke 7MY
A o] i 412 Y2 SiAE ghe AR dgshs Aol fele oln] o e W
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SHANE ZFAA| Q153 o] =2 /\1—4 0] Dozt A9, o] v Q5 WAL g~
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o718 s gk
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e
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03t
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Q120 QAHRS ol Auji Bajel Eo] 7S B4 FAS mas) 32 AgshA At
of QIF 8] ARt

O Response g+ B4
015 QA= Aol A AEHS Challenge #h} H9lo] J2lst gjAQe AHH 55 o]&
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SFNTLM $jA] B Response 2 TH50] 525 €0 EWlth, & o whao] Bl A2 Ay
AT ZE S8 2ol )l et LM siAI7F v kA SEido] 4431 NTLM 84| %= sijA] &
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o] 16Hfo]=x}, o] ghol sefol=] T B3] 21kle| =2 WET, o] LM A 7wt
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.
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.
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File Miew Configure Tools Help
[owmeogmm + v =2 um
[ Decoders [ Metwork [y Sniffer [ Cracker [ Traceroute [Em
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2 ﬁ MS-Cache Hash Bk Ratee S 5 mpart Hashes from local system
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nd 104 Hashes (0) MI Boot Key (HEX]
~-md WD Hashes (0} Remave Delete I

- 25: g:g’é ::2232 E: Femnove Machine Accounts
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IEEEYT
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' Predefined

IAECDEFGHIJKLMNDF‘DHSTUWDW 23456783 j
ABCDEFGHIJKLMNOPORST LV 20123456769 -

m Start from
ABCOEFGHLIKLMHMOPORSTLVWYZ01 2345678l @itd 2 "8 ()_+=""[10 "lag. 2
(123456769
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ol (17 4-2113% Zo] 5 B20] A} A 2] Lot 2 3

Qg4 9l
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=
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S X user3 TITIRET BOBSBE3IEB35TIC,.. 3FIFETIF2CABYS, . LM & NTLK
& 0c
Rl
& VR Is
=R
nd 1
nd
nd
se S
sHe
£l | =
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2 4T 212 4+ 9hi=u] oF 3700] AL, o] A7 Al
§9] A5l wket Ao Aﬂl{% Sol aEsp] 913 Al Hole] &
B2 ()9} o] Fol31 OK) HES 53 Aaysha

x

g e e

T S|

|AECDEFGH\JKLMNOPQHSTUVWXVZDI2345q Rainbow Table properties
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S i .
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: e
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e —( | 00 e =] Edt
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LM Hashes cryptanalysis x|
-~ Sorted Hanbow |
Hosh [ Chorsel [ M [ Max [ towen | Chainten | [
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LM aloharmanechl-.. m diar. 1 71 um
B ALK slpharumenchl-.. Im alchan.. 1 7 1 um
i\ 5 B L4 \LMIm_aipha rumench] .. Im alphan.. 1 7 1 um
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Adninistrator WISHFREE76
HelpAs=isrant <nntfonnd ><natfond »
4| v
Hath speed Step spesd: ‘
Benchmark

[32 4-28] 2222 EHOIZS 0I83 WA= Y

e

L9 20080AE P XPAZ HAE 43S A T2 A9 200804
Rlola-{zhe] £71-22 Rt A-ARH RS BRI it BRAS w
Safob g 5 gro] A OF 7|02 Mso] glo] 2E B A

YT BIAL WEAol F FRAH 1194 QEX HES 2 5 [S4] S A

el [419) Sloll 4 AL U1 8-2 Bhela 4 let,

2]

QIS0 GH=A HE S

S ARSES ORSoiOF EHLICH

S Zliak= AEAE

L =] SRS BAA0F S

TEE SR Y00 SSH
&8 [ HmREE [HE
ENEIEE]

B EEL]

orm @M FERE i
B g A% 23 By A 2% A2 72 n g
g =g am ﬂAgtg%uawjm 0ER CHo HEEA S 2o @HEH QAT
4 28 N & Sol uEs He B LG AR BaLD,
(1S DSt YTHE ABH.. MSOHY et it ]

| Ll [=a ] a= | =Ee |

[32 4-29] 2% HO! HuT} A= 2008 HAYIE A% HH &0l

&5 2101 AR 2t & o7 v2oz MEE0 A mALIE a0l o Hck

o=

e
S
oo

E =2 70iMs Yol SXMS U5
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4%, HARIE S22

Cain & AbelZ 0182 NTMLv2 siA| H=

< 7| gkol.

[Fe——— JRT=TE
File WView Configure Tools Help

loweommm | +9 BloameaEeG®z 620
[& Decaders [ 3 Network [y Snifier |7 Cracker [ Traceroute [WA CCOU [Ty Wirelecs |7 Query |

o Cracke | [User Nane [ LM Passwurd [ < 6] NT Passwurd | LM Hash [ NT Haslt [ch
A LM Mitdminictrator ~ Bmpty = - = AADIBAIRELT,.. 9BFICFBCBIELEZ..
~HNTL | |% Guest ~ empty = - -empty = AADIB4BBEI... IIDECFEODIRAESS...

- 3 En“s” % user! empty * . AAD3IBAZEBEI... BD7R4BCAIIICERY...

& Cisc
- Cist
- APE

S Cht
- OSF

&b RIP

& VAF
~ng] WHC
nel WD
md pDe
mg MDE
A SHe
8 SHe
R Rpe (Al ] M

L“Um k‘iill 'a LM & NTLM Hashes |

hittp /e, 0xidl it

[22! 4-30] NTML &liA| H=

TEA Q9 200801 LM SAIE 0|88 S-S wqet 4 ek, Tk Lol
[Brute—Force Attack]-[NTLM Hashes] |32 I 7] s}jof st}

(e Il
File View Configure Tools Help

[awenmse | +vRleynmEeeds @20
@ Decoders |i MNetwork lﬁ Sniffer Ilj’ Crucl«:rl@ Traccroute |M CCDU |“5'54‘ Wircleos |E,) Query |

{o Cracke o | [ User Nanw LM Passwund < 8] NT Passwurd Li Hasli ch
ALM |[x 7o = =
R NTL X Dictionary Attack
& v | | T | TR o
& Pun Cryptanalysis LM Haghes + challenge
~I& Cist
A Cist Fialnbowerack-Online r NTLM Hashes + chafienge
C |
1 g é;; | ActiveSync b‘ NTLM Session Security Hashes
z CH’IEF‘,F | Select Al
1 | Mot
& VRF, o
fng VHC Test passward
=i MDE
= D Add to list Insert
nd DL | Femove Delete
5% BHe Renmye Maching Avcuunls
8 SHe Rernnve Al
B 1T K | ] M
ﬂj“‘\ Ko lg LM & NTLM Hashes| Export

hittp: /s, 0xid. it

[28 4-31] NTML THASJS ol up Me
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ThS: ShHo| A BExpdg Mo, Start) HES F2H gAY E 7o) AJ&kE T}
i

0 Charset Password length

| & Predeined win [T =

| [ bdetufiklimopgsturmy 0123456783 | M E

© Custom Start from- |
I LI
T Kepspace 1 [ Cument password

| ‘ B.1860514273734411E+024

[~ Key Hale: [~ Time Lelt

2 haches of type NTLM loaded
[Fress the Start button to he-;]n brute-force attack

[33! 4-32] NTML THAQIE 32HE 3

H"r‘

AE$-79] 290l Bwrt HA o] U] QAR AES- 2008 AL
= A4 $740 ol (SIS £ - G, S SR 20 A o
Aol sagles ad7s) S8 A%

AREE S0 jA9E AT = girk 47
M=

= 1S EHlo]Ee] A AIZFO R LM A9 =9k NTML siAQE 7] o] =22
73 N 7l A,
ol K2 221 ol A X7

of ARIE HY

[# 4-8] sliAl BF:

aiAl E= LM NTMLv2 NTMLv2 NTMLv2

IAQE Z|cf Zo| 7 7 10 10

742Xt YTHI(AZRY, 2AL, E4ZAH147IX)) LM, XX}

HRIZL HolE KAt 30 30 3,700,000 1,400,000

2RIE< Hols 8 17.88GB 17.88GB 2,205371.85GB | 83,456.50GB

43E 97% 97% 97.16% 97.19%
QIR H|OIS &Y AlZt 20 12 51404 189

% 4-8]0] Al WA NTMLv2 SX]9] 79 s|A9)=e] o] 107}e]% aha, FAsH
EAE Qup(eBA), 431, BB )R A4 oF 514019] Alzto] 40
o b s el etk B 4 St SN ol g 1 o
v, Winrgen R} 58291 89159 Blo 28 ufslo] Zajzalw of 1417 Hww

sl 2e7ye 4 girk
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Section

B R AR R R

AL A= 2kl shadow .L} ot} AYE molo] et 22 37 AAn A
7 oA At v 9lc,

AL E shdof= A EE52t ARA) ‘ﬁ_i, 12 W S3} 28 QR ZAAE djA
o=l 24 TEE Yeo gtk okl olZgich §jAglt i shadow THlo] obs ahe|o]
AAYE| o] Qltt, shadow Y-S Al H A}

cat /etc/shadow

wishfree@localhost:/ Q@@

| File Edit view Search Terminal Help

[root@localhost /]# cat /etc/shadow
root:$65LL48959PYhEFPZ615%johPQkxINXTTb88TZZgBlvepGgLpuB. uSXKTaC1183TIGSBo/Xgualj
BOIXKirtFK67oAtdxPazr/uKuAkuFT0:14923:0:99999:7::: |
bin:*:14789:0:99999:7:::

daemon:*:14789:0:99999:7:::

pulse e 14923

gdm:!11:14923::::::
wishfree:$657CC627xgrrII5akG3W2DYCrg9Mo]zS1ylf2IThwY8MX1m4pCLnBUQoNpdZRvjntotalg

iWBCGtNSULYhOtQ5JZ41B0. JUNVKFOENUp. : 14923:0:99999:7: ::
wishfree2:3$65y1P13bU7kIWt1xKRSvBgfwI . Us3Y,/0BKiOHMjeFI1IRmjwlkog43F4.vL4]j LFPTevGE

me9xcbSSD8zn6yZHBTfcb9gZ8S/yxpv2Eh8T. : 14948:0:99999:7:::
[root@localhost /1# []

[22! 4-33] /etc/shadow I

shadow }lo]l A root Aol that the ARE 1sk 5= 9lrk 7 A= P A9E 1}l
IR 2 2 o] Qirk zzke] oju) & gtoprA),

root : $6$LL489S99Pyh6~%2F~Pazr/uKuAkuFTO/ : 14923 : 0 : 99999 :

7
) ) © 0 O 0 0 0
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25 AAH 52

© A7} Aol

0 23l ARSARY] =T AR AlAEER 2 T2 gleeh 14 WA=
SHAS12 @415 7|22 AHY, MD5, SHA256 59| SjA1E AT == Qlrk. '$18" =
AIZFSE MD5, ‘$5$° 9} ‘$6$° 2 AJ&FslH Zk7F SHA256, SHAS12E UERdTt

0197019 14 1978 npA[e 2 A= WAt 7S Anket gholtt, 14923 U& 365
Z e of 41do] Fok,

O 191 s ol IAGIES AN 7Izdoleh, 22 A4 F A Slgko B ool
© TH91= A Sk T A 4= Sl TIKbolet, o] ghe: Bt 2] ukel grebd 4
S, 1 ShA 9= Heh ALg 7IXhS G0 WSk ek

@ A= 2t ALg 7110l 174918 49 AAGAIA) e T AHUE Selol aie. Telm
91 AR 715k P2 o] A1 A A
@ Ao] R A AIRE A5 = Fof 5] AL BT Ak
019701 19 195E] Aol ¢ A AAE 717hS AN gho] 718t
@ T} Qo Ag T 4 Gl Ratolct
shadow TF19] AE gl Aw 4 U, shadow Shlolli= HEsHE s =o] 473
71 Sl sl that Hok HAL A3 4+ ek, wrebA] A28 shadow k]

o] EASHA] ¢4l passwd uHlof| F 2 oHE AT} ARt of Qlrk, Al2dlof] Ao
uHo} Ho} X‘lxﬂo] XLQ_E]Z] O]—O]—]q._]“[_ 7k ;H 4_1—4_

E]J:.—-T/\]/]- __IQ'_ Oﬂ/\-] _1_].]/\ [¢] = E E‘gl— [LH =S EX]O] & Authentication Configuration ®
X‘]U:]Q—E]Oi o] X] OJ'D]- _?qu X-ﬂxﬂtﬁi % q_g_x] U]— Identity & Authentication | Advanced Options

Local Authentication Options

]E.X’] §:| L EH baltg]' OH/\] = O] ]_q_ q_ul_ OH W Enable fingerprint reader support
] Enable local access control
/\] o" }\]__Q_E] L= O}-_] ﬂ ZO] E}——- A O]q EﬂEE]' 140" Tip: This is managed via /etc/security/access. conf.
: Password Hashing Algorithm: | SHA512 < I
A+ [System]—-[Administration]—-[Authentication] e e
1}“ }\_]EHO]_EE’ [j_% 4_34]9}_ %_-]'—8—: i]—‘iﬂol 1/]_‘9_{:: [J Create home directories on the first login
Smart Card Authentication Options
E“ AdVanced Option’ 01]/\1 SHASlZ ‘(—SH/\] oel—ial_é_ [ Enable smart card support
'nn Smart cards somor muamu into bath local
S AFgELT 9eS & 4 Slek, F7HH 0. MDS,
SHA256 %—/] E]- E]% /\ %Q’—/F th. Revert Cancel Apply
[12! 4-34] Shadow It HA| LnalE
e
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4%, HARIE S22

2529 2ol passwd 34} shadow T o] tiFEE Jetc/passwd@} /etc/shadow
ot 2 AAFE passwd FLL g HE fete/passwd TFLZ 53|} shadow THY-2
Tt ol LAAAER 165 Amol Sl AMBsH A9 Bk

[# 4-9] 2SHME passwd?t shadow It £IX|

2K shadow Zo| x|

IBM AIX /etc/security/passwd

IBM A/ux 3.0.3 (RS-6000) /tcb/file/auth/?/*

BSD 4.3 - Reno /fetc/master.passwd

DEC DG/ux (Digital Unix) /etc/tcb/aa/user

DEC EP/ux /etc/shadow

HP/ux /.secure/etc/passwd

IRIX 5 /etc/shadow

Free BSD /etc/shadow

SunOS 4.1+ C2 [etc/security/passwd.adjunct

SunOS 5.x /etc/shadow, passwd

System V Release 4.0 /etc/shadow, passwd
S 4-2

2o A A= whele Bl5ste] ARbAQl 2R Bl F-4 (Brute—force T2 2
)& wasfEh.

g By 14
«AE 2d ozt 14
«Ze Z2J% : John-the-ripper

(22 i 3]
H John—the-ripper x|

A A= T 7)ol ARE-SF John—the-ripperS 2|3kt Hl%E2} 1494 John—
the-ripper:= th&a} Zo] yum © & 7Hes] A |8k 4= 9let,
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b 25 AAH SY

yum install john.i686

File Edit View Search Terminal Help

[root@fedoral4 ~]# yum install john.i686 (]
Loaded plugins: langpacks, presto, refresh-packagekit
Adding en_US to language list

Setting up Install Process

Resolving Dependencies

--> Running transaction check

---> Package john.i686 0:1.7.6-1.fcl4 set to be installed
--> Finished Dependency Resolution

Dependencies Resolved

Package Arch version Repository Size
Installing:
john 1686 1.7.6-1.fcl4 updates 632 k |3

Transaction Summary

Install 1 Package(s)

Total download size: 632 k
Installed size: 1.5 M

Is this ok [y/N]: |] 38

[22! 4-35] john the rippere| Mx|

john the ripper 41%] % john .02 7heket A8 52 2ol

john

File Edit View Search Terminal Help

[root@fedorald ~]# john (4]
Created directory: /root/.john

John the Ripper password cracker, version 1.7.8

Copyright (c) 1996-201@ by Solar Designer and others

Homepage: http://www.openwall.com/john/

Usage: john [OPTIONS] [PASSWORD-FILES]

--single "single crack" mode

--wordlist=FILE --stdin wordlist mode, read words from FILE or stdin

--rules enable word mangling rules for wordlist mode
--incremental [=MODE] "incremental” mode [using section MODE]
--external=MODE external mode or word filter

--stdout [=LENGTH] just output candidate passwords [cut at LENGTH]
--restore[=NAME] restore an interrupted session [called NAME]

- -session=NAME give a new session the NAME

--s5tatus [=NAME] print status of a session [called NAME]

- -make-charset=FILE make a charset, FILE will be overwritten

- -show show cracked passwords

--test[=TIME] run tests and benchmarks for TIME seconds each W
--users=[-]LOGIN|UID[,..] [do not] load this (these) user(s) only
--groups=[-1GID[,..] load users [not] of this (these) group(s) only
--shells=[-]SHELL[,..] load users with[out] this (these) shell(s) only 3
--salts=[-]COUNT load salts with[out] at least COUNT passwords only

- -format=NAME force hash type NAME: DES/BSDI/MDS/BF/AFS/LM/crypt
--save-memory=LEVEL enable memory saving, at LEVEL 1..3

[root@fedorald ~1# I =

[33! 4-36] john the ripper2| AL &tol
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4%, HARIE S22

E! E")\EE 7"73 AH)\ al H}\CHE: JdJH

SIS K A A= T ol AT ARE D A AAakeY, chokat ol o) s
= A7) AES o) SO ofFT HAYE, B HAE, JEAie) St

02 ool HAYE, B4RA 5 EFI S S0 ATk

220 A= useradd HE O 2 AL AT Q)

o=

useradd user
passwd user

BHEE:
File Edit View Search Terminal Help
[root@fedorald /]# useradd user

[root@fedorald /]# passwd user

Changing password for user user.

New password:

Retype new password:

passwd: all authentication tokens updated successfully.
[root@fedorald /1#

(2% 4-37) HASIS S22 I3t HIAS AR 57}

Z71ak ALEA}e] ASIE AR fetc/shadow ThelolA] BI85 ol BARE T
[e) =
=

A= T HIAEE §J3f user, user0, userl, user2 A ALt

cat /etc/shadow

@&
File Edit Vview Search Terminal Help
ntp:11:14976:

nm—npencmnnect
mailnull:!1:14976

w1shfree $6$/dvTFbuuH nzNafZ$158DT5WLF79qmFX4ITSwschsvz1Ruf/n 3]8c9ZBLHTWxkOTWKS
GBEMx1BX2K/Z6TiAxkoKLBdeXL7nLYD7ToB: 14976:0:99999:7:
user:$6$jSf/AtzoﬁlEVd5U65V3snw55ugjxHWCKcEHﬁONsatUJTHFOawyRiﬂixivq3pq4ijwx10ERIA
Hm8k81iMNez8c5INHIbGIc/1:14976:0:99999:7: 1 :
user®:$6$cSdHzvUL$XrupNSYCSe495p51hIyhLNFEQy56thexVuB/SpfjEw7uwcYB12. tQwI3B0cZ. P
4b1Uyw64tTONTBEMK/TQTbK/: 14976:0:99999:7:::
userl:$6%tqGAdFxw$AFSiCDYQF . cLKncLDxFbwYl1ld8ZbPShRDswacxAbL ] fxGVKLEv4Zrlfd. 7QesM
6urgB.GkhXsCWvtyTt8NSmw/ : 14976:0:99999:7: : :
user2:$6$yAxclLl/$VKC51IRTAPISFXHDKHr046UnagmosVkespPdOA9ZBgMy ycqwxELCZZEM/BCTV3
x2DVSI/qYclwTZKx1Qulalo/: 14976:0:99999:7: : :

[root@fedorald /1# |

[A2 4-38] 78t AH2| SHA5122 SHAIE THAQIE &0l

—

ot
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ARE F24Z

g0 A2 A E Fel7d S A ER ARE 4= s AR B m]E] Rkl
A of AR upde Sl HAYEES i YsfEe Aol AR whdol| “dideodlf(FTi )
ojghz HAHES v2] YolE AHlollA john the ripper® AL TS A=)
H3d

john --wordlist=dic /etc/shadow

Foot@fedorara: EHEE
File Edit Vview Search Terminal Help

[root@fedorald ~1# john --wordlist=dic /etc/shadow [4]
Loaded 6 password hashes with 6 different salts (generic crypt(3) [?/32])

dideodlf (user)

dideodlf (wishfree)

dideodlf (root)

1234 (usere)

guesses: 4 time: 0:00:00:00 100% c/s: 26.66 trying: 1234 - dideodlf
[root@fedorald ~]# [

El

[38 4-30] A CHUHE OIS THASIE 242

AR ) S Aol At 7 Ak i e AQE FE Al 4 Sl
2] TS o83t A E IS ‘——wordlist 24 §lo] vEE AT} o]

A=} e Bl Bl 4 QRS —show’ SHS G F

john --show /etc/shadow

= root@fedoraldis = E=) =
File Edit View Search Terminal Help
[root@fedorald ~]1# john --show /etc/shadow (]

root:dideod1f:14976:0:99999:7:::
wishfree:dideod1f:14976:0:99999:7:::
user:dideod1f:14976:0:99999:7:::
usere:1234:14976:0:99999:7:::

4 password hashes cracked, 2 left
[root@fedorald ~1# i

@ |

[3E 4-40] AIY CHUHE 0138 A= I

PR AR Y A0l A SRISIE A =S vhA] Zeleh 4= Tk SHAIRE LA = SHAS12
SAE ARERE shadow wHdE 2R TS ARS8l A= s ] e ofH
T} SHAS1 | 730l AZte] 2l Ao, @ o] 5 2 il
371 of7] wizolot. wEbA SHAS129 22 Aale}5.0 2 sjAH shadow S el
7J5l7] SfaiAe b AR RS Hloles o8l Aeiishe Zlo] Bl ae|
otk
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Section

Ly Al o shasls S

QA Y91} 2 r0] SR FA O AAYE AL sl S AR 1
2L}, HTTP, FTP, 9], SMB(NetBIOS) B3 Auo|q Agaks Au|s ma 1o
R PEEEE FE P PR oY

2 9] SRR A LG that B
A] 3 B 2ol ohltt, ofe] 32 thi WIS % A1
Aoz, Fort A sihE 7] $13) 54 v=9)ae] gt el usish ol

Appl s 2 TR e Ao} g ofolcoh a A= S 20 Qlek, whebd AJul v
S B3 RS 297 AR 2GR T2 Aulze] E B2 AL 2L S
ek, U] 5ho) B4 AHIA(SMB(NerBIOS) U 2352:9] &yl Au|2 o] el
SRR Al H o HfE AN 7ol HET Aol MEA] LAl
B e U A e A
MEE Al Belsk A9 ik

NetBIOS, €Yl FTP AjH|20f thal] sf29)= F27)S 4343t}

Mg &y 1M
AL 2d 0 AKX} (AR XP), 32 A A AR(ZIE=<R 2008, 2l=8t 6.2, Hx=2t 14 )
Ze D=3 UNS, Brutus—AET

[UNS(Unsecure)Z ol8st FTP AH 3212 ]
g2 A Fe7) T2 WL tjoksitt, TR} Al A= 23O UNSeE BRU-
TUS-AET2T}, W& Eo] APH 3242 A st 7219 tid] 32 752 Z-23] Al5sHA|
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b=t} UNS+= £2H] tiY] 34 Aol £11 thakst Aelo] 7hs3lct, =3 o] 2] 7)2] UNS
£ Ao EHY A EE T = 9tk UNS7F 7 £2 A5-S Kol A2 FTP
EEQI21H EEo "41?1 FAo|t}, [ 4-41]0| A= wishfree Ao tjgt FTP AL

File Attack Help

[ Lonnect ] Pause | Stop |
Computer name o IP |192. 168.68.2
Pon : [z
Current password :  [qwerl234

Useniane : [wishiree

Dictionary file —
— Attack options — ol =]

[ Dictionary attac f) 192,160,00.2 is UnSecure,
¥ Brute force attz The password is querlZ34

I Recunmectun

[~ AutoSave ever! R RE
~Brute force opti .

= a-z

[CIAZ Murnber of characters fo start on :
09

@ 0=
I~ Custam rhararcter sat

Custarn brute force characters JacdefhiimnorstuT230..-—

Words done ! 31 of 360874

Combinati ission complete

[T 4-4] FTP A =24

[BRUTUS-AET2E 0|88 24l AW 3212 )

BRUTUS(BRUTUS = www _hoobie net/brutus/brutus—download htmlojJ4] th&2E 7}
S5)=HTTP, FIP, €lYl SMB(NetBIOS) Hli£2] sjAEE I 7] 4= Qlom witzo]Ql

NetBUS |ALE F7) = 7155t} 138 NetBUS jAYE Faj7)o] o A= T

73 =0l 3 o] QL2712 o= Aol NetBUS7HA X 787} v-$- Eel7] wizolch,

BRUTUS $2 2419 iA9ES e)gsinn, 23 Saebau 24 A7)t 2ye
FTPS} 2] Teth WE b2 A six)s ghoch, web 21013 o) 9] g2o] »
U BAGL BT 2AES WA TSolof gk, et 14004 WYl Hlio] FA15HA
oA 71 A Elo] QLo B HE 6 28 A,

Kl BRUTUS-AET2 2IE{m[0|A &0l
BRUTUS-AET2S A& AdPslH t}-&3} 22 Fho] vpor} 7+ BEO| 715=2 Al
wa,

204



47, HARE Ze2HE «

*®) Brutus - AETZ E =10/ x|
File Tonls Help

il Targst |12?.U.D.1 Type T»—\n»—r Start I Stop |C\ear|

"Conneclion Option

Port |23 Connections ™ [ 10 Timeout I.- — 10 [ UsePrawy | Define

Telnet Option:
’7 Modify saquencel ™ Ty to stay connected for |Unlimite 'l attempts

"Authanticaton Optian;

(3]

W Use Usemame [~ Single User Pazs Mode IWord List |=
User File  [uzers.tat Browse EEie Iwolds.txt Erowse |

Positive Authentication Results

’ Target | Type | Username | Password |

Located and installed 1 authentication plug-ins

| 0% | Timeout  Heject  AuthSeg  Thiottle  Euick Kl
| \ \ lldle 4

[322 4-42] QIE{ml0|A ol

[e)
L

g

rir
;

O ZH AATL] 1P 349} AAAT Y-S AT 4 ok, AT 5 9l
HTTP FTP, @yl SMB(NetBIOS), NetBUST},

0 12 2EL}19] A= 315¥(Connections), o H7] AZHTimeout)e A3, 19]
A= Al 107H] A ES HIAESK= o] 7]2olth, AlLE S5 Ao gol 21

5o 7] Al SR gre= ARl

© Sull Hlo] TiEt B4 AIEAS sk vy, AR AL the Tl A,

O F7staLA} sk AT A= S5 AT

O F7 o) A3 I 9 AE EERith

0_1.4

B 24 MH|A QI =M Elolsh|
BRUTUSE ©]-&-3f] &l Au|AE Aej7)ste]H 1245 HA| o
uolt 5 [T19 4-4219] @ (Modify sequence) HlE5 231 AA3E g5 Y=gt
=
=

Jm-

23018 Aste] 3 we A HAge e shglon]
o 203kt HAYES B ofd HAES o g Shtkn Wak A

QLORJek 2T, B2AE A2ES whEo] g 4 ik

lo
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> 28 AlAE SH

= B3 192, 166.1,128 [SETE

ed Hat Linux release 6.2 (Zoot)
ernel 2.2_.14-5_Bsmp on an i686
login: wishfree

assword: o

ogin incorrect

’Fugin : wishfree
assword: 9

ast login: Fri Dec 31 16:57:37 from 192.168.1.1
[wishfreeBRedhat62 wishfreel$ LI

[O8 4-43] 2I5 &M el

O ‘login:” Fo A& Y38, Enter](CR, Carriage Return)E ¢J :
(LF, Line Feed) ‘password:” SAFHo] L2t} ZHH A= gE Qs
T}A] ‘CRHLF’ I8 A AL ‘Login incorrect’ &G 0] £}

@ 210S 43T U YA =g YR 7, CRAF 2L A Ak
H]S=5F 7P © & TA] Last login: Tue ... "W o}2c},

2 MH|A 7Y 4
oA $19] #742 BRUTUS| Y5t [ 4-42]2] @ (Modify Sequence) MES &
HEZL WA [IH 4-44]9) (a)Q} 20| ‘Selected authentication phase’ & ‘UserlD
phase’ A3} 4 ofojels 21%1ekz 343} ofole] efol T g 2L <)
3t} ‘Selected authentication phase’& ‘Password phase’ 2 HHEH (b)e} 72 %
&39I 4= 9leh, (DolAE TAES QJelehis 7202} o] e S5 71218 eiwint

i on Sequence Definiion | irutus tication Sequence Definifion
[T Usepre-auth [~ MoUssdD Wi | [chell [~ Usepre-auth [~ HoUssdD - Wi | [Za'l:ell
ioh sequence futhentication sequence
Selected authentication phaze ILimdD phase v; Selected authertication phase IPamuord phase -
0 UsedD prompt |Iogin: 0 Passward prompt |Passw0rd:
Force read of at least |0 characters of target responze Force read of at least |0 characters of target responss
UserdD format | i | ICF|+LF j Password format | F&mﬂ" IEH+LF j
R sEqUENCE R sEOUENCE
Selected target responze shing Primary = Selected target response siring
Auth. tespanse string  [Login incorsct Auth respanse stiing  [Last Login
e [~ Response is positive authentication 0 [¥ Response is positive authentication
Force read of at least |1 characters of target response Force read of at least |1 characters of target response
On match action |Send UszerlD phass j On no match action |Disconnect j
(a) UserD phase &3 stH (b) Password phase A% 33

[22 4-44] ?P'i.é, Ay
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4%, HARIE S22

@ Authentication Sequence : UserID phase — FAFE ‘login " o] tjgt 98-S AA
Qtt,

@ Authentication Sequence : Password phase — A4 ‘Password " o gt ¢l
= ARt

©Response Sequence : Primary — 9] HAE A 2Ry A E Q2L uf
‘Login incorrect” #AMES SHO 2 Wt} IR ¥stal sl FAMES Tht
< 1) On match action Send UserID phase 2 3t} o|24 @ 07 Zolr}
AS5E APt A TS A=A g

OResponse Sequence : Secondary — ZHIE A EE HAS ) SHRk= TLast
Login . B8 e, 35 BALE W 4 e} LuE ALAES o

g3l Zo|m2  ‘Response is positive authentication’ o] |3 FAIE &L}, O

no match action ZHEH A EE Qs H-E 2 Disconnect’ 2 A4S

=}

9t} Stage20)|A] ‘login:” EAGL \k
ottt 18]l Stage 4914 Password
3 UX}EE e StageSOﬂlﬂ A A =E i) Stage6ol|l4l= Login
incorrectE TP Stage3 0 2 Eolr} AL ¢lelsks 7L whEslt)

I
oft
L

ay Authentication Sequence

| Gtage | Direction | Data |_Other |
1 . Connect to target address Cored Control

2 Wal far logir:

] Send [USERIDYCR +LF]

4 “wait for Passward:

5 Send [PASSWORD]CR+LF]

[ Wa for [-we] Login inconect elze goto stage 7

3] . Goto stage 3

7 ‘Wait for [+ve] Last Login else goto stage 3

7 . Puasitive Authentication - Disconnect Cored Contral

(23 4-45] 44t Fai ol

AL F2H
AL LA S0 A A, T 40
o] 4o} Timeout’ & 50%2 AAsIHSH ‘wishfree’ AA slhtol disiAqt HIAE
£ AT 27 E ‘LH—'F‘]———E hQIgk 4= Qlrt,
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File Tools Help

Target IWSZWBS E8.2 TypeITe\net j Start Stop | Clear

Connection Option:

Port |23 Connections '_j TU Timeout [=="="= J_. 50 [" UseProwy  Define

~Telnet Option
{Modily sequencel] T Try to stay connected for |Unlimite 'l attempts

—Authentication O phion:

¥ Use Usemame ¥ Single User Pass Mode IWord List |=
UsellD  |wishfree Erowse | Pass File Iwords.lkt Erowss |

Positive Authentication Results

Target | Typpe | LU sername | Pazzword |
192 168.68.2 Telnet wizhfree quer] 234

quer] 234 [71 attempts

Pasitive authentication at 192.168.68.2 with User - wishfiee Password
ed target 1:41 .

Timeout  Beject  Auth Seq  Throttle  Euick Kill

[71 [Utwishfree Prbasic 0.7 Attenpts per secand  [Idle 4

[O3 4-46] A= F2HY

T8 A= Tl vk Heb A2 L7 s ARl 71 AEE o
AHEF AAshe Alolnh, T12)al wehE SAM wto|ut shadow wHUS 2 H 5|
of gttt skA|RE of2fgt Y-S Y55k WS Ui tefs|o A= HAYEE HE

Sfel 1re] HuH el g2 Solof g,

ﬂl
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Section

G 2 A 6y

945—‘%95 98< 228 Aol A= Aol tiet AAo] it AT =S 9l
o= HFEE 2 vl obd A% l 71 glZolet, Z1ol = 718 HFE S 21 A
u}]i:%]E o] ZX]7} ogrthH BIOS(Basic input/output system) J|ALEE- 3lof A]

259 7|12 e vk = ) T%HH 2 7o,
BIOS SAYEE -6k A1 vlQl HE mirdo] Qlojof 3irf, miwdo] mlE o
A BIOS 329 B8 % ”1 Jumper)®] 9|25 2k = A& Aol HIE =l A F
o] moFl ulto|L} AL M o] ol vt AlZEg ot A= 3|29 AALS 4 =45}
7] 9lgk =72 wgl R Eo] 5] ol Balo] QITk, BIOS A B8 Wsts Bgkew
O 28 Qe o ola B 5 e, 3ol STl o Ak el
| 73 M E A= B

LA 958 Aole}, o]l AljollA] o 102 Fof A|<8le] AeS
= AQEESHH BIOS AY =T} AlebE S8 golsh 4= Qi

AEL- 20000 A= XP, B2 52 A Qe
2|3k A3 o] 3 HZL 918 Aot} Ed| A|AH &

£ o2 FA3] Zelsjjof st} qiok A|A8o] 3|7 gtEl dl|A 7| HAYEE ufE _]l;:.o]-]q.uq 1=}
A7k AR, Stk k] 2ol A 7k 2w dAgES Behs

N& 4-4
BAG S HAYES Sdohfle] 3 v WA AES 4 gl WS dAg)s 287l
o}, 29l ZRS SIok SAM S 7] $I3) NTFS S 91 4 9 318 farlow
SRS, SAM T}k BAR §, o Aol AY HAYE A7) B2 HAYES 2
St} ShAEE UES 200847 5] BA HAgEE ARSE Ao ofd Amk
s o)1) =8 27|85 Zlo] Asich
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25 AAE o2

AL A2gol 4 SHAYEES 27|85 H WL CD nle] Solzl ojulx 2 5
NTRSE RS2 S50} /1Mol A7 A el olojz v tolck 2
%220] 518 T 27lo| Lk CDE £ o] 2 o] §3 4= rk.

ug B3 7Y
< A& B /=2 2008
<o T2 A= 278 2E 0|0|X|(http://pogostick.net/~pnh/ntpasswddl A Ct2 7+s)

H A= 2718 CDE 0/85t Hel
O 9592008 A= B8 CDE o]-&3] gt & 27| shro| A frh2
o] glo] Enter] & FE

OiE|M OI2E

HEO| DE SHECASE AAGSHE A9l st HS i sheEsk o) Bag)
o} e} SCSI SHEr| A Agch TRt o] skl HS wheEsHs Aelo] 2

3k} 9roy AA)Eo] Q= /dev/sdalS AElsic)

gistry Edit Utility Floppy / chntp
%010 Petter N Hagen - Enorda}lseunet
ic

ense, see flles on

will enable vou to change or blank the F ssword of
% er cl. administrator) on an Hindows NHT/2k/XP/Uista

HI HUUT knuulng the old password,

Unlocking locked/disabled accounts also supported.

*|
*|
*|
*|
*|
*|
*|
*|
*|
It also has a registry editor, and there is now support for |
adding and deleting keys and values :
*|
*|
*|
*|
*|
*|
*|
=

Tested on: NT3 91 & NT4: Nurkstatlon Server,
r 1' SSP4 Cannot chanqe AD.
up t
Hln 2083 Server {(cannot change AD passwords) .
UVista & HWin?7 32 and 64 bit erver 2008 32+64 bit

HINT: If things scroll by too fast, press SHIFT-PGUP/PGDOHN
6B I 0 36 B 06 26 06 06 06 B 0 - 06 6 - 3 36 5 5 39 3

Disk select with DP¥1unal loading of disk dr

¥H¥H se ec. where are the Hindows systems flles stored
i

The

ec what parts of registry we need
hen flnallv the passuword change or re 1strv edit itself
If changes were made, write them back to

[DON’T PANICt Usually the defaults are DK, just press enter
all the way through the questions

Disks:
Disk /devs/sda: 42.9 GB, 42949672960 bytes

Candldate Hindows partitions found
1 Adev/sdal 40953"8 BODT

lect partitiom by number or

maflcallv start disk drivers

ually select disk drivers to load

tch additional drivers. fron floppy / ush
all partitions found
gruB able Hindows (NTFS) partitions only

(72 4-47] Y= TEN OIRE
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4% HAQE Fa4Y

OiE[M Df2EQ} A= CIEEzZ| XY
Ae9-0] 7|15 tEH & 2 ggitt, 72 gh ‘/windowns/System32/config’ ==
o2 ofF 2at P YAAEYE AT AJMAE & 1, 1 - Password

reset [sam system security] 22 A13§3ic}

system32 found as Systen32
config found as config )
found correct case to be: Hindows/System3d2/config

ath_to the registry directory? (relative to windouws disk)
stemd2/configl
Windows_found as Windows
System32 found as Sycstem32
conflg found as conflg
found correct case to be: indows/Systend2/confiy

LarICh
1
pil=le]
Qoterloplaplepldfaslerleplsh]
NN SO

R e R IR
SOSSESSESEE
L
DDEMR RS S

L e e )

=i
=3
=
(3]

[ r URr WKWK systemprofile
Select which part of registry to_load, ined choices

or _ l1ist the files with space as delimiter

1 Passuord reset [sam system securityl

2 - RegoveryConsole parameters [softwarel

? e Qult - return to rrevious

A Ener) & -2 7|22 0 2 SAM 5}2lo] 3lek, 7 F AGA AL HAT A
[e]

h 1o
of gt {2 ISk 4= Qltt, 11 Q] ‘Edit user data and passwords’ & A3}

£NE sTEmRDDt\Svst m32\EDn¥lg\SHM

# Sub. indexing ty. <

assumln llE contains garbage
conta ng 7 ages (+ 1 head
/bvtes. unused. /4664 lecks/b

:_ {SYSTEM> .

ubkey indexing type is: BBBc {(1h}

assumlng file cantains garba e at end
cantaining 2738 pages aderpage)}

luckslbvfes unused: 8§ BB/BB47349 blockssbytes.

3 (EmRDDt\Svstemaz\EanI \SECUHITY)
Subkey indexing ty (1
assuming file Caninine garba H
containing 4 ages £+ 1 headerpage)
$/bytes, unused. /14896 blocks/bytes.

CEUII CHTEL CHUNIo
MG AT DAl A0 an

*

SAM policy limits: -
[Failed logins before chkDut is:
Hinimum password leng
[Password history cuunf :
<> chntpw Main Interactive Menu <>=
[Loaded hives: {(SAM> {(SYSTEM> {(SECURITY>

1 - Edit user data and passwords

9 - Reglstry editor, now with full write sup
3q - Quit C(youw will be asked 1f there 1s some hlng to save?

o A|ARISY A B85 SIS o= St} IR A% (Administrator)E A8},
User edit menu©|A] ‘1, clear (blank) user passwd’ & A1815}o] 3t A& 9] oA
=5 A 4 9,
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22 Alag iz

(=]

i
o
R
L
£
=
[h
L
&
il
A
L
L
L
L
L
F.
T

chntpw Edit User Info & Passwords

-—= Username
administrator
[HIY-3-3 *BLANKE*
IUSR_MWIN-2F6YS1NMSGD R
est dis/lock
useyr
wishfree i i

- EEEEEET

.Plv en?er ihe username to change:

PS@0 [@1£4]
administrator

@/xD

administrator

r of 2 groups:
ministrators (which has 2 members)
ers (which has D wmembers)

Bxeaid

. duplicate 3 NMS account
aln trust ac 3 . Srv_ trust _act
! funknown Bx@8)
Cunknown Bx20) {unknown Bx48)

login count: while max tries is:
login count: 54

e
r
I
=
u
o
ho
5
a
a

- - User Edit Menu:
ar (blank) user password

mote user (make user an administrator)
nlock and enable user account? [seems unlocked alreadyl
u1E ?d;tlng user, back to user select

q

C
E
P
g
ki

[O2 4-50] A™ Mef £ AFol| St HARIE =7|5t

CA] A A w77 o™ l(quit) & y 2
£ Et}, upx|eke 2 ‘Step FOUR : \X/ntmg back changes’ oA 'y’ & F=2H 5

AR R

o

9l= 27)8b7} Btk

S
o

<

elect: ¢ ? list users, Bx{RID} - User with RID
r sinply enfer the usernamne to change: [administrator]l *

¥ ={* chntpw Main Interactive HMenu {> <>

Loaded hives: {(5AM» {(SYSTEM} {SECURITY}

1 - Edit user data and passwords

9 - Reglstrv editor, now with full uwrite sup¥ort!
q - Wult {(you will be asked if there 1s some

Mhat to do? [1]1 -> q

H

ives that have changed:
# Hame o

(28 4- 51] HAQIE W & X3

TH— O

A5 s, AT A s o] Gl RS BT 5 S

list users, Bx(RIDE - User with ?ID Chex)

Homedir req. Passwd not req.

o ok HlRell Al ‘qlquit)

1
dit (set wmew) user password {(careful with this on XP or Vista)
T
n

(hex)

hing to sawve)

X271

l> o

45 4-5

2|20 Kl 3o A AlZ L E(Single Mode)ol] thal] Ahg3ic}, 2lisA0] AL e B
& v ZFeseE, LILO9F GRUBO| ot th=n 2ol ol 231 QL= GRUBE 7|
S5 A HA,
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4% ARYE F2E «

u 8F 7Y |
- Mg B Hzat 14

£E o|oJx| AMEd
Heah AIAEE 2
‘e(edit)’ & FEtt.

E] 0l GRUB BI312 S013t 4 gi= SXH= RE0| ARIEID biz EsdS -2t

B

st Tkt e sl S1% 4+ 9leh GRUB Sl

GNU GRUB. version B.97 (63BK lower ~ 1B46464R|upper memory)

Fedora (Z.6.35.6-45.1c14. 1686)

e the T and | keys to select which entry highLighted,
s enter to boot the selected 05, ‘e’ to edit the
connan before boot i 1 the Kernel argunents
before booting, or ‘c’ a conmand=Line.

[3% 4-52] GRUB Al%} s1H
23} 2 vl R kernel B8-S HEIT F 0hA] e B T

GNU GRUB. version B.97 (63BK lower ~ 1B46464R|upper memory)

root Chdd,8)
GOG ro root=/dev/mapper-ug_fedoralds
initrd ~#initram -35.6 45 140 iBBEL ing,

[3% 4-53] F£E o|O|x| ey

W e

Mi 1nﬂl BASHEIike Linel editing is supported.  For the firstihord, TAE
sible command completions. Anpwhere else TAB lists the possible

|,umple‘f ions of a devicesfilename. ESC at any tine cancels.  ENTER

at any time accepts pour changes. I

<=latarcyrheb-sunib REYTABLESuS Chob quiet; singlel
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25 AAE o2

8 I o] W= v ol AT} silAf=E S I glo] S 25T Sl

5.30853441 sd 2:8:8:8: [=sdal Assuming drive cache: write through
5.3061631 sd 2:8 [sdal Assuming drive cache: write through
[ 5.3895791 =d 2:8 [sdal Assuming drive cache: write through
Welcome to
[Starting udew: [ 18.756893]1 microcode: CPUB update to revision Bxad failed
[ 18.757123]1 microcode: CPUB update to revizion Bxad failed
L 18.758128]1 microcode: CPUB update to reviszion Bxad failed
[ 0K 1
[Betting hostname fedorald: [ OE 1
[Setting up Logical Uolume Management: 2 logical volume(s) in volume group “vy_|
fedorald” now active
[ 0K 1
Checking filesystems
l’dev/mapper vg_fedorald4-lv_root: clean, 146879-/1152816 files, 971652-4683984 blo
cks
lrdevssdal: clean, 36-1280816 files, 45179-51Z888 blocks

[Remounting root filesystem in read-write mode:

[Enabling setc/fstab swaps:

error: unexpectedly disconnected from boot status daemon
[root@fedorald 11

[rootBfedorald ~1#

[rootPfedorald ~1# _

[12! 4-55] 2= 4 gs

HARIE ot +F

oA THAHE S A EAL I AYE 9H ) shadowo] ek o] e &
€ X BAE AL, AR S AR shadow ol Yoehe A=} QlE et
X FAE Xl-r“d oS F=3HA| et B 2I0E wf Aol roottE Eshd

troot:/root:/binsbash
bin:s/bin:sshbinsnologin
ix:2:2:daemon:sshin:sshinsnologin
4:adm:s/varsadm:/sbins/nologin

t#shin:sbinssync
shutdown:/sbhin:/sbinsshutdown
tsshinissbinshalt
svarsspools/mail:ssbinsnologin
ucp:svarsspool/uucp:/shinsnologin

perator:sroot:/shinsnologin

jgopher :x: 13 38:gopher:svar-/gopher:/sbhinsnologin
ftp:x:14:58:FTP User:rsvarsftp:ssbins/nologin
nobody :x:99:99:Nobody :#: sshinsnologin
javahi-autoipd:x:178:178:Avahi [Pv4LL Stack:rvarslibrsavahi-autoipd:/sbinsnologin
113:113:usbmuxd user #sbinsnologin
uystem message bus:/:ssbinsnologin
2:32:Rpcbind Daemon:svarslibsrpebind:ssbinsmologin

etcrsabrtissbinsnologin
HA :RPC Service User:svar/libsnfs:ssbinsnologin
" etc/passwd"” 44L, 2193C

[O& 4-56] THAQE il M
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Chapter 04

—

22| He HAYIE
o] U 7 ANl A=
- Ape] Lotz it of5e] 3} Tl agle
FIIRE A AP o Ul fagls
LA A AR 5 7R Hol SR B A9l

FHY=7| 022 HARE

Feli7le AR Al olele AAYED), 4Ajel ELEAS xE ofF BEE

9= 8 g 4 ole

SiAleL &= 3t
o

umeize| Aol

O A - dojef HlolH =R e dFof F>
O[S AR AL YA v T e ARl AT ThEelUH, o] AYE &
3] 34| gh(hash value)ol2t gt 4] gho] Th=rl 21 sfA] ghol] ik 2l gjoje = g2tof o}
o, SiA] Gro=sE Y Ho|8 S ke 2 E7Fsof @tk MD1~5, SHA 5] 3l

@ U3 3HEncryption) : EH3

ol itk

sHAl(Hash)

qwer1234

714

S X0

AR AL =

g5 U= lolek s Bt

S G AR ARk Lt glof 4 gl o
2122 olgte] HlolEE Aests Jlolet, olefdt 3gS B ke Hug A o
S5 At thi] BB Decryption)slo] 4% 4+ 9]

_—

2&3HEncryption)

qwer1234

7| 2 olgst Usst

_—

ASSHE 7| AU S =55t

Salt

SHAlE 22Xt
$fD$./3faDtrYdfD

_—

YsstE 2Xig

DxTtd/FD5Gv

_—

t}. DES, AES(Rijndacl), SEED, RSA

B0 S AR} JEES 2L Ao RE HAYEE =B A7) ool 9tk Saltis o]
2 Aol ul7] 918l shgl=o] F7bu B Htolr),
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oot
el

=

AP tHe SZ(Dictionary Attack)

gJAQEZ AR TSt 1S AP R HhEolEal o|E s tiYste] TAE U] off
olats A Fef7) uhHol,

il

22Xl the) EZ(Brute Force Attack)
fAQEe) AR 4= Qe BAEY] FHE Aokal, 1 W YollA A4 e BE siAs
£ A/dste] PAYER Yshe ajApa 7] W o)

H2IEL H|0|Z(Rainbow Table)S 0|23 24

QIR glo]82 slute] fiARIEo)A A& EAEE Ho| F=F o]83f ofz] Blo|H Jej9
HfAQIEE At 8|1 ZF old A=) SAE IE|A Y AZste] Y 429 AL
E9} 3|A] 2 o] R0 A|(Chain)& T3] WHE0] F2 Ho]Eolt},

AR 2B 7 24

@ LSA(Local Security Authority) : L= A o] 27210 tjgt &S skar, A|AE] 21 9 0kl
Sol it 92 ABE Ak

@ SAM(Security Account Manager) @ AREAY/ 155 A AR thel glojEjH|o]AE T|gict
ARGALS] 2191 1 A H L SAM TlofEf|o] A A HE Blwsf Q15 o f-5 AAsHeS sfErh

@ SRM (Security Reference Monitor) : AREAFS] A1} s A =7 AX|eH= AREA oA 1.6

©f SID(Security Identifier)& Fo{gtt}, E3F stdojut HE 2lof gt g (access)2] 88
o35 AAsL A o]of gt 7hA} A A S AATEILE

R 22 251 22l 215

Winlogon

2 EZ

M2 Z2AA AE

(a) B=R 22 25
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Chapter 04

Emlel AEE2{(DC)

LSA

: LSA H
: oIE He .
E Winlogon NTML .
: 2 E2 SAM

10 Challenge & Response 21z
023383
@ Challenge 7F 243} @ Challenge 3 A%
O Response gf AJA
@ Response gt 74 / @ Response #F 291/ @ A5

11 LtM(Lan Manager) / NTML / NTML v2 8HAl

| &
\ ABxF A2l
(1] CHEX} Hat

®| m(Padding)

Al

FHZA
: HE(= C|HER|

al
[¢]

AEXF HAQIE

]

e CE] & |
i | 1
0| DES &3t ‘ ‘ DES 2t&3st l ‘ DES &3t ‘ ‘ DES t&at l ‘ DES t&at l
| i ]

B‘ LM 2= Response T4 >

(@) LM(Lan Manager)

‘ NTML Q1= Response T4 >

(b) B=2 2 Q15 NTML
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A ‘
\ ALEXF HASIE
v

‘ AR} Of0IC] + HASIS + 27191 ZHlol 0} et |

v
HMACMDS5 &lA| @

\ HMACMDS ##Al @ Zt 3t + S2l0llE 915 2F Ml + Ele) AME S' i

o

! I

HMACMDS 3| @

I‘i

| HMACMDS Al %2} 2t @ + B2(0IelE 21 23 3= + Al Cralenge’ B8 |
v
HMACMDS5 3HAl @

!

‘ NTML v2 215 Response ’.‘J—é?—>

(c) NTML v2 SHA|

17 Xtz Z%(Cache Credential)

| 2 | 3
| Mg Ags ‘ | Msxmaes
- A8t ofolc] - A8t otolc]
=
(a) RI=S A 20037HxI2] K24 B
(b) R= HIAE} O|F X2 BY
13 2152/94A shadow oY 7=
root : $6$LL489599Pyh6~Z2F~Pazr/uKuAkuFTO/ : 14923 : © : 99999 : 7 : :
(2} (3} (4] (5] 0 0 0

O AH&AL AZole,
O L5 AR A9 =Tt A
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019709 1¥ 145 npx|uto 2 A= WS I7kx] Akkst gholc),

0O HAYE HA] Ao HAYES ARESE 7| 7holct,

O T A= uz] ¢kl gt AR83F 4= 9l 717to|t}

0 HAYE FHf ARE 7170l 77 749 ARgALol|A] wlE] 1 AMLS Gefof sl o 7] g
2905 ARE7|3E WA Hof| g Bl ZQ1A] Agglict,

O A7l gk AR Aghe: A7gd3tar WA Sof 2bAs] AR A=A & AR E AAict

O AAo] & AR AR E 717H2 1970 19 14 E At gho] 7|2},

O LA A= AREEE 4= Q= FEoltt

(H&2A )
1 SAgst the 3 oS 0|83t 93 el

(O Something you know ® Something you have
(3 Something you are @ Somewhere you are

] TR AP AR AAsES
@ eodIf76 ®@ qwer7543 ® soRj1352rt!@ @ rjfdma1101

J shagisel AR 4 gl BRG] WIS Aok, 1 w9l el Ay R RE sjag
£8 stel BAYER st shagls mey iy er

O Salt F2473 @ A Hel 34
@ LRS- ol g o 8% 54 @ T3] ) 34

4 Y =2-9] SAM(Security Accounts Manager) It o] $]X|s}= L29
@ %systemroot%system/device /sam @ %systemroot%system32/config/sam
® %systemroot%system32 /etc/sam @ %systemroot%system/etc/sam

bt 7 e Bgshs S Ywstele)

AR oA 1-8-2] SIDE Ho . *» LSA(Local Security Authority)
= AR 2100 et AEE shaL, A& . * SAM(Security Accounts Manager)
& A gl b Fofl it A ddE A

AREAY 15 A AR Hlo|gH|o]A T . » SRM(Security Reference Monitor)
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*Eg%xﬂ Chapter 04

E Yr=0-0] o] HIH & /S (Challenge/Response) HA1S ARE-5H= NTML 2] A9

[t % DEs 9mo} duelES Agohs 4l F h=?
OLM @ NTML (@ NTMLv2 @®MD5

§ upC A8AES 2aole ) 27 ARE o83 SHu S} e Rolut Sk} PCH Y
ERlo] 525 AFE] 2T ahi= o) ARE A8, ol AR} 2y
E9130] didElo] 9l s NTMLOJL AuRAg ofga] 2aelshs Zlo] delsix:,
YES7} AR 0 i Eulelo] 52 PCo] 21013 i ool A S A8e) 2
kgt oA A AMsaA e el (oIt

§ dlme Hlojo] 4 ofoltiofi: thEo R AXE 4 Y AN HolRe ( )B ol
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